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Admittedly, the healthcare sector is one of the sectors that uphold maximum privacy and confidentiality. In essence, the field is governed by various ethical principles and guidelines that ensure the application of technology and social media only enhances the functionality of the health facilities (Ghayvat et al., 2021). Notably, even though healthcare professionals have consistently used the internet and social media in health practice, particularly for the benefit of their patients by enhancing the development of professional networks and advancing individual factors that influence public health, these critical tools may also present inherent dangers that may consequently overwhelm the consideration of their positive application. 
Many social media tools are available for health care professionals (HCP), including social networking platforms, blogs, microblogs, media-sharing sites, and virtual reality and gaming environments, which are all internet-based. These can be used to improve or enhance professional networking and education.  They also present potential risks to patients and HCPs regarding the distribution of poor-quality information, professional image damage, patient privacy breaches, violation of personal–professional boundaries, and licensing or legal issues. (Ventola, 2014)
Preserving patient privacy and confidentiality in all environments is the main issue in the context of social-media usage in healthcare and research. A review of the ethical problems raised essential questions about the appropriate use of social media and the internet in healthcare settings. Technology has placed various potent tools at the disposal of the healthcare community to improve patient care (University of Illinois Chicago, 2021). Since EHRs are readily available to physicians, they can access patients' complete medical histories and make the most well-considered medical decisions. 
Doctors can quickly identify possible medication errors. They can do this by using apps such as barcode scanners, and patient safety improves as a result. (Jones, 2016)
Although the medical marvels bring new life into the person-to-person experience, they can also take away from it; At the same time, this can make things easier for the doctors and patients and make things easier for those that would cause harm to systems and people. We use everything from kiosks to in-body technology to make life easier, but malicious hackers may cause security concerns. Things such as magnetic nanoparticles can be used to detect and even remove harmful bacterial infections in food. Still, the same technology can be used to detect and cause bioterrorist attacks. (Security, n.d)
Arguably, it is undeniably true that social media platforms such as Facebook, Twitter, and YouTube have become potent communication tools, especially in this current era. Besides enhancing social interaction, it is essential to note that these tools have significantly enhanced real-time collaboration between users. In the healthcare sector, statistical data indicates that doctors' usage of social media has seen a dramatic increase from 40% in 2010 to close to 90% in 2011 (Courtney, 2013). Believably, these statistics demonstrate the pervasive use of social media and the internet in healthcare. Additionally, Cain. also observed that patients with chronic conditions increasingly used online sources, particularly to acquire health information, connecting with other individuals with similar conditions, and, above all, engage in critical decision-making processes about their conditions (Cain, 2011). 


Understandably, the increased internet usage and social media technologies in the healthcare sector indicate that these applications will invariably be part of modern medicine. However, in this realization, it is worth noting that based on the divergent cultures of medicine, this increased usage may in part violate the basic ethical principles of privacy and confidentiality. This is because social media engagement values openness, informality, and increased transparency, and for this reason, its continued and increased application in healthcare may significantly distort the boundaries of professionalism in the healthcare sector and meaningful sharing of information. 
Merchant et al. argued that even though every indication may imply that these tools are only in enhancing self-directed lifelong learning and the development of professional networks that are essential to improving efficiency in the healthcare sector, the potential dangers may well overwhelm its positive applications. In what is seen as an attempt to enhance professionalism and limit the possibility of committing perilous activities over social media platforms by healthcare professionals, social media sites are continually engaged in implementing greater privacy controls (George, 2012) to ensure that healthcare professionals can now safely and productively integrate the use of social media platforms in delivering healthcare. This comes in line with the recent development in the scope of the Affordable Healthcare Act (ACA) that now encourages healthcare professionals to implement the use of social media in healthcare as a measure to enhance effective communication between doctors, patients, and families. 



Aside from enhancing better communication between patients and their caregivers, this move is expected to enhance team-based preventive care (Barnes et al., 2012). If appropriately implemented, the internet and social media application in healthcare can prove to be a marvel rather than a menace in enhancing effective two-way communication between patients and their caregivers to complement modern clinical practice consequently. This current paper discusses the beneficial impacts associated with the application of social media and internet technologies in the healthcare sector. Additionally, the paper also explores the firmly established demerits of this application. Finally, the paper provides illustrative examples of how the internet and social media use in the healthcare sector can be implemented effectively to enhance a less precarious environment for healthcare professionals to engage over the net confidently. 
Social media in healthcare
The privacy settings for most social media platforms have constantly been evolving over the past few years. For instance, Google plus, a social networking site associated with Google, allows users over the site to create their own social groups such as family, colleagues, and even friends where they can indiscriminately share only the information that concerns them. Arguably, these are considered essential improvements in social media use, consequently allowing users to control their privacy and confidentiality setting, thus avoiding leakage of confidential information. Quite understandably, healthcare professionals can now form specific circles, including their patients and other relevant caregivers, to enhance the free flow of information without blurring their professional boundaries of clinical practice. 


Improves patient communication 
The increased usage of social media in modern clinical practice has significantly improved effective two-way communication between healthcare providers, colleagues, and patients. Fine (2006) argued that the application of SM in modern medicine has positively impacted patient-doctor interactions by providing accurate information and patient data in a timely manner to enhance positive health-related outcomes for the patients. For instance, considering the recent developments during this pandemic period, it can be imagined that doctors could freely share health-related information via the internet and social media platforms to sensitize the public about the dangers of the virus and the necessary preventive measures. Similarly, doctors on Google plus, WhatsApp, and even fakebook can also form such circles for specified groups of patients and use them to disseminate important information specifically about their health. 
Clinically, the internet has proven essential in fostering salutary and mutually reinforcing relationships among people. Individuals can share their information regarding their struggle with a health-related issue, let’s say weight loss, and how they eventually managed to address it. In essence, this would ultimately encourage the other individuals with similar problems not to give up and continue exercising so they can also achieve similar results. National Committee for Quality Assurance (2013) observed that doctors are more likely to develop patient-specific messages for certain groups of patients to act as educational resources, particularly for the management of chronic conditions. Notably, these messages can always be retrieved online. 

In this view, social media may significantly improve the efficiency in the provision of clinical information to patients, consequently reducing the time needed for individual patient counseling. Getting information may be less intensive compared to personal office visits. For instance, the World Health Organization has continued to use social media platforms to spread awareness about the pandemic. Individuals are not required to visit the doctor’s office for the same information. Notably, this type of communication is cost-effective. Outside clinic communication has consequently become commonplace in this era of modern medical practice, consequently enhancing preventive care without a massive commitment from healthcare professionals (Barnes et al., 2012). 
Lewis (2010) demonstrated that even though social media and internet use in healthcare can be disastrous, if properly managed, social media can not only be a safe haven but an effective channel for communication between care providers and patients, particularly in the rural communities where staffing may be inadequate hence limiting the possibility of patient-doctor contact. Social media and the internet have proven to be effective in such situations, with results indicating increased patient satisfaction scores and reduced hospital visits. 
Enhances professional development
Besides connecting patients with their care providers, social media platforms and the internet also connect doctors with colleagues from other facilities and even across the borders. According to research, social networking sites ResearchGate, LinkedIn, Twitter, among others, have been found to be essential in enhancing professional development. 

Cain argued that doctors could freely consult among themselves regarding specific health-related topics to enable them to coordinate evidence-based care for their patients using these sites. Because doctors in these social groups share their ideas and the information that they have, it can be noted that healthcare professionals can develop professionally by replicating the best practices advanced by their colleagues in their clinical practice (Cain, 2011). 
Given these arguments, it is important to note that social media sites can act as essential resource sites where senior medical practitioners can freely share their knowledge and information, particularly for the benefit of their junior colleagues. Chretien et al. (2011) argue that this development observably conforms to the modern trends in clinical practice and could be harnessed to strengthen mentor-mentee relationships in the healthcare sector.
Contributes to public health research and service
The increased use of social media among healthcare professionals and the general public presents a health relevance. Christakis et al. (2009) observed that social media sites significantly influence a number of health-related issues affecting the general population. Evidence drawn from a plethora of past research indicates the influence of social media in health issues such as smoking cessation, avoidance of risky sexual behaviors, and engaging in recommended eating behavior. Ideally, SM presents an opportunity for healthcare professionals to spread medical information that is mainly targeted at achieving behavioral change among the general public. Merchant et al. (2011) observed that through the rapid dissemination of information, the public could quickly gather essential, actionable information to enhance preparedness, especially during disasters and pandemics, consequently enhancing agile public response. 
For instance, during the coronavirus pandemic, the social media site played a very critical role in enlightening the public about the risks associated with the virus and the possible cautionary measures to avoid contracting the virus. Realtime communication by healthcare organizations and their affiliates ensured continued resilience during the pandemic. Healthcare facilities like the Mayo Clinic have spearheaded the cultivation of the presence of social media use in healthcare (Mayo clinic, 2021). The facility launched a YouTube awareness campaign dubbed Know Your Numbers that was particularly aimed at creating awareness among the public, especially on the need to know the condition of their body, especially their blood pressure, BMI, and lipid levels. Believably, such engagements can be important in the prevention of heart diseases. If other organizations also follow suit, then the mission to foster preventive care among communities with minimal financial input and time investment can ultimately become a reality. 
These social media features are considered user-friendly functionalities that enable healthcare professionals to develop clinical interventions and share them with the public. For instance, George et al. (2012) observed the active role played by Facebook in sharing stress-reduction intervention strategies for first-year students at Penn State College of medicine. It was observed that through social media, there was a significant change in behavior among the students, an indication of the positive role of social media in enhancing positive lifestyles. 




Diagnosis 
The use of technology in the healthcare sector has drastically changed the landscape in this sector over the years. AI technology has been essential in inpatient diagnostic procedures today. Similarly, the technology has also assisted in implementing new and cutting-edge treatments for patients using various minimally invasive procedures associated with less pain and faster healing (University of Illinois Chicago, 2021). Like social media sites, the availability of intuitive applications has made it easier for patients to consult their doctors without visiting the health facilities remotely. Notably, the availability of these essential tools has significantly enhanced the quality of life of the patients. 
Electronic Medical Recording has considerably reduced the amount of paperwork in our hospitals today. Files with essential patient data can easily be accessed remotely from a secure universal server by other healthcare professionals. In this sense, technology has enhanced the management, storage, and transmission of patient data, consequently resulting in better and informed better decisions by healthcare professionals. The easy availability of patient data by authorized healthcare professionals has made sharing of this information easier than before. Doctors attending to new patients are now able to access the patient's full history before they can recommend any medication plan for the patient. 
Ethical issues in social media use in healthcare
Usually, doctor-patient communication is expected to be as confidential as possible. In essence, this communication is characterized by trust, confidentiality, and privacy. It is required by law to maintain data safety. Even though with the recent developments, social media has become an essential element in communication between patients and doctors. 
Payette et al. (2013) observed that the implementation of social media in healthcare communication has significantly impacted patient care. Despite all these notable advantages, patient-physician communication over the internet is always riddled with a couple of ethical issues. 
The internet is susceptible to various privacy risks, and for this reason, the communication between patients and doctors can always be accessed by unauthorized individuals. For physicians, unauthorized access to computers and obtaining informed consent from the patients before sharing their health information are considered some of the leading ethical issues that conflict with the implementation of social media communication in healthcare. Even though every effort is made to ensure that patient data is fully protected through privacy settings, piracy is still commonplace on the internet. It may still affect the healthcare sector as well. 
Lack of clarity 
Online communication over the internet between doctors and patients may be ambiguous because it lacks body language or awareness of the potential abuses of social media data (Farman et al., 2013). Doctors may at times post information online that may be used to identify a patient. Ideally, this may violate the rights of the patient. Similarly, because there are no existing regulations in America that prohibit individuals from posting their health information online, patients may willfully post personally identifiable information online and other critical information about their health. In a sense, such acts may adversely HIPAA principles. 


Wearable devices
Protecting and safeguarding patient information is an ethical imperative and a legal requirement advanced by several laws and regulations in the United States. There are some significant ethical concerns associated with wearable devices by patients. For instance, the leading ethics of wearable devices is about the role of organizations harvesting and storing information recorded by these devices (Anaya et al., 2018). The issues of data consent and privacy rights have been at the center of these discussions. Even though the users of these devices are always required to sign some privacy agreements, it is argued that these privacy agreements do not always offer sufficient explanations on how the collected data would be used. 
Although the companies collecting the information usually assure the patients wearing these devices that their data would remain private, there are always concerns about the data being sold to third parties such as data analytics companies. There are no clear policies regarding sharing this information between parties, and thus, the selling of the information is probable. Lastly, because of the lax cybersecurity protocols, wearable technology devices connected to unsecured networks are prone to hacking, resulting in a breach of sensitive patient information because of insufficient security measures (Schwab, 2019). 
Cybersecurity experts have as well indicated the possibility of hacking humans with nanotechnology is quite possible. Because the application of nanotechnology in medicine is close to becoming a reality in the next few years, healthcare experts need to ensure that this new technology is effective and secure. Nanotechnology devices are controlled by a program linked to electronic computers or smartphone servers. 
This means that hacking of the program is very much likely. Hacking nanoparticles can result in adverse health impacts on individuals, and because nanotechnology has proven hackable, the use of this technology is quite worrying. Hacking this technology is quite associated with ransomware attacks. The application can be much deadly if the hacker gets control of the internal nanotechnology devices and could result in fatal consequences if one is not willing to pay the ransom demanded by the attacker.
Conclusion
Based on this discussion, the use of social media provides healthcare providers with essential tools to share information with their patients remotely, debate healthcare policies, promote healthy behaviors, enhance patient-physician interaction and potentially improve health outcomes. Prudent use of social media in health communication can result in beneficial impacts to promote individual and public health and professional development for the healthcare providers. To ensure safe and secure use of social media to enhance medical practice, healthcare providers must follow set guidelines and principles to avoid pitfalls. Notably, technology has also brought positive developments to the medical field. Patients now have access to the best diagnostic tools thanks to artificial intelligence and new advancements in medical technology. The electronic medical recording has been essential in reducing medical errors hence enhanced positive patient outcomes. Even though there are several ethical issues associated with the use of social media, the internet, and technology in healthcare, safe and secure use of these platforms and devices can always be enhanced to ensure operations and use within the provisions of the ethical guidelines. In this sense, the internet and social in modern medicine is a marvel and not a menace. 
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